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various phases to identify secrets 



Key Challenge 1: What is secret?

random appearance & unique signature  ->  small probability of collision



Key Challenge 2:How to scan at scale

Two complementary approaches



• An entropy filter, which catches  strings with deviant 
shannon entropy

• A words filter, which catches strings containing common 
dictionary words of length at least 5

• A pattern filter looking for repeated characters (e.g. ‘AAAA’), 
ascending characters (‘ABCD’) and descending characters 
(‘DBCA’)

Key Challenge 3: How to achieve accuracy
Avoid false positives  that passed the regex tests
eg. AKIA[0-9A-Z]{16} AKIAXXXEXAMPLEKEYXXX











New Situations
• Microsoft acquired GitHub, bringing free private repos
• China-US trade war makes Gitee an alternative
• COVID-19 has caused growing demand of remote development
• Tech giants cooperate to scan repositories for leaked API keys



Not limited to API Keys...
You are not safe!



Suggestions
• Consider private repositories
• Use Gitee instead of GitHub
• Use environment variables instead of hard-coded passwords
• Install tools like git-secret to prevent commiting secrets

   Open Source  !=  Open Secret



Ethical Statement
• First and foremost, we only work with publicly available 

data,not private data or data derived from interaction with 
human participants.

• Second, apart from our search queries, our methodology is 
passive. All secrets that we collect were already exposed 
when we find them, thus this research does not create 
vulnerabilities

• Furthermore, we never attempt to use any of the 
discovered secrets other than for the analytics



Thanks for listening


